
 

 

     [DTL0] 

     [DTL0] 

Darktrace Holdings Limited 

 

End-User Software License Agreement 

 
 
BY CLICKING THE "ACCEPT" BUTTON BELOW AND/OR DOWNLOADING, INSTALLING OR USING IN ANY MANNER 
THE DARKTRACE ENCRYPTED TRAFFIC ORCHESTRATION SOFTWARE (ETO) AND/OR ETO - CENTRAL MANAGER 
(ETO-CM) SOFTWARE THAT THIS END-USER SOFTWARE LICENSE AGREEMENT ACCOMPANIES (INCLUDING ALL 
UPDATES AND SUBSEQUENT VERSIONS) (TOGETHER, THE "SOFTWARE"), YOU ACKNOWLEDGE THAT YOU HAVE 
READ ALL OF THE TERMS AND CONDITIONS OF THIS END-USER SOFTWARE LICENSE AGREEMENT (THE 
"AGREEMENT"), UNDERSTAND THEM, AND AGREE TO BE BOUND BY THEM. YOU AGREE THAT THIS AGREEMENT 
IS ENFORCEABLE LIKE ANY WRITTEN AGREEMENT SIGNED BY YOU AND LEGALLY BINDING BETWEEN YOU AND 
DARKTRACE HOLDINGS LIMITED (“DARKTRACE"), AS SUCCESSOR TO MIRA SECURITY, INC. (“MIRA”). IF YOU 
WISH TO USE THE SOFTWARE AS AN EMPLOYEE, CONTRACTOR, OR AGENT OF A CORPORATION, PARTNERSHIP 
OR OTHER ENTITY, THEN YOU MUST BE AUTHORIZED TO BIND THE ENTITY IN ORDER TO ACCEPT THE TERMS 
OF THIS AGREEMENT, AND YOU REPRESENT AND WARRANT THAT YOU HAVE THE RIGHT AND AUTHORITY TO 
DO SO. SUCH ENTITY SHALL BE DEEMED TO BE THE "LICENSEE" REFERRED TO IN THIS AGREEMENT. IF THERE 
IS NO SUCH ENTITY, THEN YOU INDIVIDUALLY SHALL BE DEEMED TO BE THE ("LICENSEE"). IF YOU DO NOT 
AGREE TO ALL OF THE TERMS OF THIS AGREEMENT BY CLICKING THE ACCEPT BUTTON BELOW, YOU MAY NOT 
DOWNLOAD, INSTALL OR USE THE SOFTWARE IN ANY MANNER. DARKTRACE MAY MODIFY THIS AGREEMENT AS 
SET FORTH IN SECTION 13 (MODIFICATIONS TO THIS AGREEMENT). 

 
1. LICENSE GRANT. Subject to the terms and conditions set forth herein, Darktrace hereby grants Licensee a non-exclusive, 

non-transferable, non-sublicensable license to i) the Software in object form and ii) the accompanying documentation, for 
its own use. 

 
2. RESTRICTIONS 

 
A. Licensee may not sell, lease, license, sublicense, market, transfer, distribute, publish, modify, incorporate the 

Software into or with other software, create derivative works of the Software in any manner, or use the Software to 
offer services derived from the Software, without the prior written approval of Darktrace. Licensee shall not use the 
Software for any third-party training, commercial time-sharing or service bureau use. 

 
B. Licensee agrees that, unless explicitly provided by Darktrace, the source code of the Software is not being provided 

to Licensee and is confidential and proprietary to Darktrace and that Licensee has no right to access or use such 
source code. Accordingly, Licensee agrees that it shall not cause or permit the disassembly, decompilation or 
reverse engineering of the Software or otherwise attempt to gain access to the source code for the Software. 

 
C. Licensee agrees that it shall not subject the Software in whole or in part, to the terms of any software license that 

requires, as a condition of use, modification and/or distribution that the source code of the Software, or the Software 
be 

 
i) disclosed or distributed in source code form; 

 
ii) licensed for the purpose of making derivative works; or 

 
iii) redistributable at no charge. 

 
D. To the extent that the Software includes any third party software, or third party information, data or other content, 

in any form or media, that is downloaded or otherwise received, directly or indirectly from Darktrace, also including 
any updates to such information or data (“Licensed Data”), which may be distributed with the Software, Licensee 
will be subject to third party licenses and Licensee agrees to comply with the terms of such third party licenses. 

 
E. Licensee agrees that the Software may only be used in accordance with Mira’s Acceptable Use Policy, 

https://mirasecurity.com/legal-notices). 
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3. COPYRIGHT. The Software, Licensed Data, and all related documentation are protected by copyright or other intellectual 
property protections, and Darktrace and its licensors retain all title to all Software, Licensed Data, and related 
documentation. Licensee acknowledges that they are obtaining only a limited license right to the Software and Licensed 
Data, and that no ownership rights are being conveyed to Licensee under this Agreement or otherwise. Except for the 
sole purpose of making an archival or backup copy of the Software or Licensed Data, or to copy the documentation that 
accompanies the Software or Licensed Data, solely for Licensee’s internal business purposes, Licensee shall not copy the 
Software or Licensed Data, in whole or in part, without the prior written consent of Darktrace. Licensee shall not remove 
or obscure any copyright, patent, trademark, confidentiality, restricted or limited rights, export restriction or similar notice 
affixed to any Software or Licensed Data or any copy of the Software or Licensed Data permitted hereunder. 

 
4. LIMITED WARRANTY. Darktrace warrants that any media on which the Software is provided by Darktrace will be free 

from defects in materials and workmanship under normal use for a period of ninety (90) days from the date of shipment. 
If a defect in any such media should occur during this 90-day period, the media may be returned to Darktrace for a 
replacement. Licensee’s exclusive remedy for a breach of the limited warranty set forth in this Section 4 shall be, at 
Darktrace's option to: (i) refund the price paid for the Software, or (ii) replace the media. 

 
EXCEPT AS PROVIDED IN THIS SECTION 4, THE SOFTWARE AND LICENSED DATA ARE PROVIDED "AS IS" AND 
WITH ALL FAULTS. DARKTRACE DOES NOT WARRANT THAT USE OF THE SOFTWARE OR LICENSED DATA 
SHALL BE UNINTERRUPTED OR ERROR-FREE OR THAT THE LICENSED DATA, INCLUDING BUT NOT LIMITED TO 
SERVICE SUBSCRIPTIONS AND RELATED DATABASES ARE AVAILABLE, ACCURATE, COMPLETE OR ERROR 
FREE. THE LIMITED WARRANTY SHALL NOT APPLY IF THE SOFTWARE OR MEDIA HAS BEEN (I) ALTERED OR 
MODIFIED; (II) SUBJECTED TO NEGLIGENCE, COMPUTER OR ELECTRICAL MALFUNCTION; OR (III) USED, 
ADJUSTED, INSTALLED OR OPERATED OTHER THAN IN ACCORDANCE WITH INSTRUCTIONS FURNISHED BY 
DARKTRACE OR WITH AN APPLICATION OR IN AN ENVIRONMENT OTHER THAN THAT INTENDED OR 
RECOMMENDED BY DARKTRACE. EXCEPT FOR THE LIMITED WARRANTY SPECIFICALLY STATED IN THIS 
SECTION 4, DARKTRACE HEREBY DISCLAIMS ALL EXPRESS OR IMPLIED WARRANTIES OF ANY KIND, 
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT 
AND FITNESS FOR A PARTICULAR PURPOSE. 

 
5. MUTUAL WARRANTIES. Both parties each hereby warrant to the other that: (a) it has the authority to enter into the 

Agreement, to grant the rights granted by it under the Agreement, and to perform its obligations under the Agreement; 
and (b) it will comply with all applicable laws and regulations in effect during the Term of the Agreement as they apply to 
such party’s rights and obligations under the Agreement. 

 
6. LIMITATIONS OF LIABILITY. Regardless of the form of any claim or action, Darktrace’s and Darktrace’s licensors’ total 

liability to Licensee for all occurrences claims, costs, damages or liability based on any cause whatsoever arising from or 
in connection with the Software or Licensed Data, shall not exceed in the aggregate the purchase price paid (without interest) 
by the Licensee for the Software. 

 
IN NO EVENT SHALL DARKTRACE OR ANY OTHER PARTY INVOLVED IN THE CREATION, PRODUCTION, OR 
DELIVERY OF THE SOFTWARE OR LICENSED DATA BE LIABLE FOR ANY LOSS OF PROFITS, DATA, USE OF THE 
SOFTWARE, DOCUMENTATION OR EQUIPMENT, OR FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, 
EXEMPLARY, PUNITIVE, MULTIPLE OR OTHER DAMAGES, ARISING FROM OR IN CONNECTION WITH THE 
SOFTWARE OR LICENSED DATA EVEN IF DARKTRACE OR ITS LICENSORS HAVE BEEN MADE AWARE OF THE 
POSSIBILITY OF SUCH DAMAGES AND NOTWITHSTANDING ANY FAILURE OF ESSENTIAL PURPOSE OF ANY 
LIMITED REMEDY. THE PARTIES AGREE THAT THE ABOVE LIMITS REPRESENT A REASONABLE ALLOCATION 
OF RISK. 

 
IN NO EVENT SHALL DARKTRACE OR ANY OTHER PARTY INVOLVED IN THE CREATION, PRODUCTION, OR 
DELIVERY OF THE SOFTWARE OR LICENSED DATA BE LIABLE TO ANYONE FOR ANY CLAIMS, COSTS, 
DAMAGES OR LIABILITIES CAUSED BY IMPROPER OR DEFECTIVE USE OR USE WITH ANY SYSTEM OR 
CONFIGURATION NOT DESIGNED TO DARKTRACE’S STANDARDS OR IN WHICH ANY PARTY HAS SUBSTITUTED 
MATERIALS NOT SPECIFIED BY DARKTRACE. 

 
THE LIMITATIONS OR EXCLUSIONS OF THIS SECTION MAY NOT APPLY TO YOU BECAUSE YOUR STATE, 
PROVINCE, OR COUNTRY MAY NOT ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL, 
CONSEQUENTIAL, OR OTHER DAMAGES. 

 
7. INDEMNIFICATION. Darktrace shall defend Licensee from and against any claim by a third party alleging that the Software 

when used as authorized under this Agreement infringes a U.S. patent, U.S. copyright, or U.S. trademark, and shall 
indemnify and hold Licensee harmless from and against any damages and costs awarded against Licensee or agreed in 
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settlement by Darktrace (including reasonable attorneys’ fees) resulting from such claim, provided that Darktrace shall have 
received from you: (a) prompt written notice of such a claim (but in any event notice in sufficient time for Darktrace to 
respond without prejudice); (b) the exclusive right to control and direct the investigation, defense, and settlement (if 
applicable) of such claim; and (c) all reasonably necessary cooperation from you. If your use of the Software is (or in 
Darktrace’s opinion is likely to be) enjoined, if required by settlement or if Darktrace determines such actions are 
reasonably necessary to avoid material liability, Darktrace may, in its sole discretion: (i) substitute for the Software 
substantially functionally similar programs and documentation; (ii) procure for Licensee the right to continue using the 
Software; or (iii) terminate this Agreement and refund to you any prepaid license fees for the duration of the License term. 
The foregoing obligations of Darktrace shall not apply : (1) if the Software is modified by any party other than Darktrace, 
but solely to the extent the alleged infringement is caused by such modification; (2) if the Software is combined with 
products or processes not provided or authorized by Darktrace, but solely to the extent the alleged infringement is caused 
by such combination; (3) to any unauthorized use of the Software; (4) to any unsupported release of the Software; (5) to 
any Third-Party Code contained within the Software; or (6) if you settle or make any admissions with respect to a claim 
without Darktrace’s prior written consent.  
 
THIS SECTION SETS FORTH DARKTRACE’S SOLE LIABILITY AND EXCLUSIVE REMEDY WITH RESPECT TO ANY 
CLAIM OF INTELLECTUAL PROPERTY INFRINGEMENT.  
 
Licensee shall defend Darktrace from and against any claim by a third party alleging that the Software infringes a U.S. 
patent, U.S. copyright, or U.S. trademark, and shall indemnify and hold Darktrace harmless from and against any damages 
and costs awarded against Darktrace or agreed in settlement by Licensee (including reasonable attorneys’ fees) resulting 
from such claim, resulting from or relating to : (i) any unauthorized combination, operation, or use of the Software if such 
infringement would have been avoided but for such combination, operation, or use; (ii) designs, requirements, or 
specifications for the Software required by or provided by Licensee, if the alleged infringement would not have occurred but 
for such designs, requirements, or specifications; (iii) use of the Software outside of the scope of the License; (iv) 
Licensee’s failure to use the latest release of the Software or to comply with instructions provided by Darktrace, if the 
alleged infringement would not have occurred but for such failure; or (v) any modification of the Software not made by 
Darktrace where such infringement would not have occurred absent such modification. 

 
8. IMPROPER USE/NONDISCLOSURE. Licensee shall devote efforts similar to the level of effort used to protect Licensee's 

own proprietary information, but in no event less than a reasonable standard of care, to ensure that all Licensee's 
personnel and all other persons afforded access by Licensee to the Software and/or Licensed Data shall protect it against 
improper use, dissemination, or disclosure. Licensee acknowledges that, in the event of Licensee's breach of any of the 
foregoing provisions, Darktrace will not have an adequate remedy in money or damages. Darktrace shall therefore be 
entitled to obtain an injunction against such breach from any court of competent jurisdiction immediately upon request. 
Darktrace's right to obtain injunctive relief shall not limit its right to seek further remedies. 

 
9. PROHIBITION OF SOFTWARE USE IN HIGH-RISK ACTIVITIES AND LIFE SUPPORT APPLICATIONS. The Software 

is not designed, manufactured or intended for use as on-line control equipment in hazardous environments requiring fail- 
safe performance, such as in the operation of nuclear facilities, aircraft navigation or communications systems, air traffic 
control, life support systems, human implantation or any other application where product failure could lead to loss of life 
or catastrophic property damage or weapons systems, in which the failure of the Software could lead directly to death, 
personal injury, or severe physical or environmental damage ("High Risk Activities"). Accordingly, Darktrace and, where 
applicable, Darktrace’s third-party licensors specifically disclaim any express or implied warranty of fitness for High Risk 
Activities. Licensee will indemnify, defend and hold Darktrace and its licensors harmless from any loss, cost or damage 
resulting from Licensee’s breach of the provisions of this Section 9, including without limitation attorneys’ fees and costs 
relating to any lawsuit or threatened lawsuit, arising out of such use or sale. 

 
10. TERM. This Agreement will automatically terminate for breach of this Agreement by Licensee. Upon termination of this 

Agreement, Licensee shall immediately cease use of the Software and Licensed Data and destroy or delete all copies of 
the Software and Licensed Data in its possession or control. The terms set forth in the sections entitled Restrictions, 
Improper Use / Nondisclosure, Prohibition of Software Use in High-Risk Activities and Life Support Applications, Limited 
Warranty and Limitations of Liability shall survive any termination of this Agreement. 

 
11. PRIVACY STATEMENT. Darktrace may collect certain personal information in connection with Licensee use of the 

Software, including without limitation, registration or usage data, in accordance with Darktrace’s Privacy Statement, a 
current copy of which is available at (https://www.darktrace.com/legal/privacy-policy). 

 
12. ENTIRE AGREEMENT. This Agreement sets forth the sole and entire agreement between Darktrace and Licensee with 

regard to the subject matter hereof and supersedes any and all prior or contemporaneous oral or written agreements 
between them regarding the same. No subsequent alteration of this Agreement whatsoever shall be binding upon 
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Darktrace unless reduced to writing and signed by both Darktrace and Licensee. All conflicting terms in any purchase 
order or other business form employed by Licensee, including any electronic invoicing portals, vendor registration 
processes, or other forms are void, and any such document relating to this Agreement shall be for administrative purposes 
only and shall have no legal effect. 

 
13. MODIFICATIONS TO THIS AGREEMENT: Darktrace may modify this Agreement from time to time by giving notice to 

you through Darktrace’s online user interface (https://darktrace.com/legal). Unless a shorter period is specified by 
Darktrace (e.g., due to changes in the law or exigent circumstances), the modifications become effective upon renewal of 
the current License or entry into a new License. If Darktrace specifies that the modifications to the Agreement will take 
effect prior to your next renewal or order and Licensee notifies Darktrace in writing at notices@darktrace.com of Licensee’s 
objection to the modifications within thirty (30) days after the date of such notice, Darktrace (at its option and as your 
exclusive remedy) will either: (a) permit Licensee to continue under the existing version of the Agreement until expiration 
of the then-current License Term (after which time the modified Agreement will go into effect); or (b) allow Licensee to 
terminate this Agreement and receive a refund of any pre-paid Software fees allocable to the terminated portion of the 
applicable License term. Licensee may be required to click to accept or otherwise agree to the modified Agreement in 
order to continue using the Software, and, in any event, continued use of the Software after the modified version of this 
Agreement becomes effective will constitute Licensee’s acceptance of such modified version. 

 
14. GOVERNING LAW. This Agreement and transactions contemplated hereby, are made under and shall be governed by, 

construed and enforced in accordance with the laws English and Wales (except that body of law controlling conflicts of 
law) and specifically excluding from application to this Agreement the United Nations Convention on Contracts for the 
International Sale of Goods. Regardless of any language into which this Agreement may be translated, the official, 
controlling and governing version of this Agreement shall be exclusively the English language version. 

 
15. EXPORT COMPLIANCE. Licensee shall not use or export or transmit the Software or Licensed Data, directly or indirectly, 

to any restricted countries or in any other manner that would violate any applicable US and other export control and other 
regulations and laws as shall from time to time govern the delivery, license and use of technology, including without 
limitation the Export Administration Act of 1979, as amended, and any regulations issued thereunder. 

 
16. U.S. GOVERNMENT RESTRICTED RIGHTS. If Licensee is acquiring the Software on behalf of the U.S. Government, the 

following provisions apply: (i) if the Software is supplied to the Department of Defense or any related agency or service, the 
Software is classified as "Commercial Computer Software" and the Government is acquiring only "Restricted Rights" as 
that term is defined in the Defense Federal Acquisition Regulations (DFAR.) in Section 252.227-7013(c)(1); and (ii) if the 
Software is supplied to any other unit or agency of the United States Government, the Software is considered “restricted 
computer software” and the Government’s rights in the Software is set forth in the Federal Acquisition Regulations ("FAR") 
in Section 52.227-19(c)(2). Use, duplication or disclosure by the Government is subject to the restrictions set forth in such 
sections. The Contractor for the Software is Darktrace Holdings Limited, Maurice Wilkes Building, St John’s Innovation 
Park, Cowley Road, Cambridge, CB4 0DS, United Kingdom. 

 
17. ANTI-CORRUPTION. Neither party has received or been offered any illegal or improper bribe, kickback, payment, gift, or 

thing of value from an employee or agent of the other party in connection with this Agreement. Reasonable gifts and 
entertainment proved in the ordinary course of business do not violate the above restriction. 

 
18. FORCE MAJEURE. Neither party shall be liable to the other for any delay or failure to perform any obligation under this 

Agreement (except for a failure to pay fees) if the delay or failure is due to unforeseen events, which occur after the signing 
of this Agreement and which are beyond the reasonable control of the parties, such as strikes, blockade, war, terrorism, 
riots, natural disasters, refusal of license by the government or other governmental agencies, in so far as such an event 
prevents or delays the affected party from fulfilling its obligations and such party is not able to prevent or remove the force 
majeure at reasonable cost. 

 
19. NO THIRD-PARTY RIGHTS. This Agreement does not create any rights for any person who is not a party to it, and no 

third party to this Agreement may enforce any of its terms or rely on any exclusion or limitation contained in it. 
 

20. GENERAL. All agreements, covenants, conditions and provisions contained herein shall apply to and bind the assignees 
and successors in interest of Licensee and inure to the benefit of Darktrace and its successors and assigns. The waiver by 
Darktrace of any breach or default hereof by Licensee or any delay in exercising any rights shall not be deemed to constitute 
a waiver of any subsequent breach or default. If any provision or portion of this Agreement is held to be invalid, illegal, 
unconscionable or unenforceable, the other provisions and portions hereof shall not be affected. The captions used herein 
are for the convenience of the parties only and shall not affect the construction or interpretation hereof. The prevailing 
party in any action to enforce this Agreement will be entitled to recover its attorneys’ fees and costs in connection with 
such action. 
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COPYRIGHT NOTICE 
 

Copyright © 2025 Darktrace Holdings Limited. All rights reserved. 
 

This documentation and the corresponding Software are the property of Darktrace and its licensors and are licensed to the 
user under the terms of this End-User Software License Agreement. Unauthorized use or copying of the Software, 
documentation, or any other associated materials is a violation of state and federal laws. These materials must be returned to 
Darktrace if so demanded at Darktrace Holdings Limited, Maurice Wilkes Building, St John’s Innovation Park, Cowley Road, 
Cambridge, CB4 0DS, United Kingdom. 


